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1 BBEJEHHUE

1.1 Ha3nayeHue JOKYMeHTAa

Hacrosimee PykoBoICTBO mpeiHa3HAYCHO /sl aIMHUHUCTPATOPOB MpuiokeHuid cuctembl Intellect
Process Platform, kotopsie OynyT MHCTAIUIMPOBaTh / JEMHCTAIUIMPOBATh, HACTPAaUBATh U COIPO-
BoxxaaTh Intellect Process Platform.

1.2 Bepcus Intellect Process Platform

JanHoe PykoBozicTBO oTHOCHTCS K mepBoii Bepcuu cuctemsl Intellect Process Platform B kondwury-
panuu «KpeauTHbIN KoHBeHep». Bo3MOKHBI He3HAYHUTEIbHBIC PACX0XKACHHS MKy PykoBocTBOM
Y MOCJICYIOIINMH BEPCUSMH IPOTPAMMBI.

1.3 AKTYyaJbHOCTbH JOKYMEHTAa

I[OKYMeHT AKTYyaJICH ¢ MOMCHTA COTJIaCOBaHUA 1O BHCCCHUS CIICAYIOIICTO U3SMCHCHUS.

2 CHUCTEMHBIE TPEBOBAHUSA

2.1 TpeGoBaHus K anmapaTHOMY O0ecneYeHUI0

CepBep npuJIOKeHUI

[Ipoueccop

CPU, coaepxamuii He meHee 8 — X simep ¢ paboueil TakToBO# yactoToii e Himke 2.4 GHz
JUISL BCEX I€P OTHOBPEMEHHO

Kectkuii guck

2xHDD / SSD 500 Gb

OnepatuBHasI TaMATh

DDR4 cymmapabsiM 006€MoM He MeHee 32 Gb

RAID

RAID1/RAID10

CereBoil anantep

Ethernet 1000 Mbit/s

CepBep 0a3bl JaHHBIX

[Ipoueccop

CPU, conepsxamuii He MeHee 4 — X saaep ¢ paboueli TakToBoi yactoToi He HIke 2.4 GHz
JUISL BCEX SIII€P OTHOBPEMEHHO

KecTkuii quck

2xHDD / SSD 500 Gb

Ol'[epaTPIBHaH naMsTb

DDR4 cymmapHabIM 00BEMOM He MeHee 16 Gb

RAID

RAID1/RAID10

CerteBoit aganrep

Ethernet 1000 Mbit/s

Cepaep Kafka

IIpoueccop

CPU, conepsxammuii He MeHee 4 — X siiep ¢ paboueil TakToBol yactoToit He Hike 2.4 GHz
JUTSL BCEX siZIep OJJHOBPEMEHHO

KecTkuii 1uck

2xHDD / SSD 1000 Gb

OHepaTI/IBHaﬂ naMsAaTh

DDR4 cymmapusM 06bEMoM He MeHee 32 Gb




RAID

RAID1/RAID10

CereBoil agantep

Ethernet 1000 Mbit/s

Knuenrckue padoune mecta

IIpoueccop

CPU, coneprxamuii He MeHee 2 — X sizep ¢ pabodeit TakToBO# yactoToit He HIke 1.3 GHz
JUISL BCEX sITep OJJHOBPEMEHHO

OnepatuBHas HaMATh

DDR3 wm Beinte, cymmapHbsIM 006€MoM He MeHee 8 Gb

Kectkuii nuck

1xHDD / SSD 100 Gb

Monurop

Pexkomennyemast auaronans — 21", paspemenne Full HD — 1920x1080

CereBoil agantep

Ethernet 100 Mbit/s




2.2 TpeOoBaHuMsI K IPOrPaMMHOMY 00ecrie4eHHI0

Tun 1O HaumenoBanue I1O Hcnons3oBanue
OrnepanyoHHas CUCTEMa Linux RHEL/CentOS Bce cepsepa
Bpokep coobuieHuit Kafka 3.0.0 Jlnst cepepa Kafka

Confluent Schema Registry 7.2.0

CVYB] Postgresql 9.6-12 st ceprepa BT

Oducuoe 1O Google Chrome Jlnst paGoumx CTaHImit

10 cepsepa npuoKeHuH Java 1l Jlyist cepBepa NpHIIOKEHHH
Nginx >=1.17

Keycloak >=12

3 HA3HAYEHUWE CUCTEMBbI

OcnoHoe HazHaueHue cucteMsl Intellect Process Platform — ato, nanpumep, BHEpeHHE aBTOMATH -
3UpOBaHHON MH(pOpPMaLMOHHON cuctemsl (nanee — MIC) it opraHu3anuyd HOTOYHOTO KPEAUTOBA-
HUS KJIMEHTOB Pa3jMyYHbIX OaHKOB, IPYTMMHU CIOBaMM, KPEIUTHOIO KOHBEHEpa, LEISIMU KOTOPOIo
MOJKET SIBJISIThCA.

— ABTOMaTH3aIUsl ACATEIbHOCTH 0aHKa B YACTH KPEIUTHBIX MPOIECCOB, MpoIecca BbIAAYU
cpenctB kinueHTy (YTM — Yes To Money), a Takke B 4aCTHOCTH MMOCTAHOBKA 3a/1ay U KOH-
TPOJIb UCTIOJHEHUS ITPOLIECCOB U MOANPOLECCOB KPEAUTOBAHNUS,

— OOHoOBJIEHHE Mpollecca Pa3padOTKU ISl Pa3IUYHBIX MPOIYKTOB OaHKa (KPEIUT M KpEAUTHAS
JUHHS C JMMUTOM BBIJAYd W JIMMUTOM 3aJI0JKCHHOCTH, OAHKOBCKAs TapaHTHs, aKKPEIH-
TUB).



4 HUHCTAJUISALUA INTELLECT PROCESS PLATFORM

[Tox MHCTAIUTANMEH TPOrPaMMHOTO 00ECIICYCHHS ITOIPAa3yMEBAaeTCsl Mpolecc COOPKH MUKPOCEPBU-
COB M yIakoBKa B [PM makeTsl ¢ moMouibio gitlab-runner ¢ mocnenyromeii aBromaTnyeckoii ycra-
HOBKOU naketoB. [Ipexie 4eM MPHUCTYIHUTh K WHCTAJUISIMU IPOrPaMMHOT0 o0ecriedeHusl, Heo0Xo0-
MO CKOPPEKTHPOBaTh KOH(MUTypanuo MHKpocepBucoB (Hactpoiika Intellect Process Platform).
[ToxpazymeBaercs, 4T0 Ha MOMEHT pa3BepTbiBaHus [1O r1aTGopMbl BBHIIONHEHBI YCTAaHOBKA M
HACTpOIKa BCEX HEOOXOIUMBIX KOMIIOHEHTOB (IOKYMEHT «PyKOBOJICTBO CHCTEMHOTO aMHHUCTpA-
TOpay).

4.1 YcraHoBKa cepBepHOM 4YacTu

Coopxku u pasBepTbiBanue B Gitlab

Ipumep daiiaa gitlab-ci.yaml

variables:
SASS _BINARY_PATH: /home/gitlab-runner/linux-x64-83_binding.node
CYPRESS_INSTALL_BINARY: /home/gitlab-runner/cypress.zip
ANSIBLE_VAULT_PASSWORD_FILE: ~/pass_file
GIT_STRATEGY: clone

stages:
- build
- package
- deploy

build_frontend:
stage: build
only:
variables:
- $CI_PROJECT_NAME == "frontend"
script:
- echo Updating configuration for target environment...
- ansible-playbook /etc/ansible/playbooks/update_files.yml --extra-vars "repository=$Cl_PROJECT_NAME"
- npm config set registry $SNPM_REGISTRY
- npm install -g @angular/cli --legacy-peer-deps
- npm install --save-dev @angular-devkit/build-angular --legacy-peer-deps
- npm run build --prod
tags:
- runner-1
artifacts:
name: $CI_COMMIT_TAG
expire_in: 7 days
paths:
- Jdist



build_backend:
stage: build
only:
variables:
- $CI_PROJECT_NAME == "testserver-sale-platform"
script:
- echo Updating configuration for target environment...
- ansible-playbook /etc/ansible/playbooks/update_files.yml --extra-vars "repository=3Cl_PROJECT_NAME"
- mvn clean package
tags:
- runner-1
artifacts:
name: $CI_COMMIT_TAG
expire_in: 7 days
paths:
- .[sale-platform-modules/*/target/*.jar
- .Isale-platform-modules/elib-service/*/target/* .jar
- .Isale-platform-modules/integration/*/target/*.jar
- /sale-platform-modules/integration/*/*/target/* jar

- /sale-platform-modules/task-manager/*/target/* jar

build-rpm-backend:
stage: package
tags:
- build
needs:
- build_backend_kk
script:

- rpmbuild -bb "$BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/testserversalePlatform.spec”

build-rpm-frontend:
stage: package
tags:
- build
needs:
- build_front_kk
script:

- rpmbuild -bb "$BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/testserverSalePlatform.spec”

upload_frontend_Kkk:



stage: upload artifacts
only:

variables:

- $CI_PROJECT_NAME == "frontend"

script:
- 'sed -i "s/"private": true/"private": false/g" package.json’
- cp package.json dist
- npm publish ./dist --registry https://okd-nexus-tst1.headoffice.testserver.local:5000/repository/npm-hosted/
tags:
- runner-1
dependencies:
- build_frontend_kk

allow_failure: true

deploy_frontend:

dependencies:
- build_frontend-front

only:
variables:
- $CI_PROJECT_NAME == "frontend"

script:

- echo 'Deploy job'
- pushd "$BUILD_SCRIPTS_DIR/testserver-sale-platform/playbooks"

- ansible-playbook -i inventories/uploadfront.yml

deploy-backend:
stage: deploy
dependencies:
- build-rpm-backend
only:
variables:
- $CI_PROJECT_NAME == "testserver-sale-platform"
script:
- echo 'Deploy job'
- pushd "$BUILD_SCRIPTS_DIR/testserver-sale-platform/playbooks"

- ansible-playbook -i inventories/upload.yml

Spec ¢aiia 115 cepBHCOB
Name: testserverSalePlatform
Version: 1.0.0



Release: 1

Summary: testserverSalePlatform

Group: Networking/Other
License: Public Joint-Stock Company Ha3ssaunue opranusanuu/cepsepa PJISC

URL: https://www.testserver.ru

AutoReq: no

%description

testserverSalePlatform Services

%install

pushd $CI_PROJECT DIR

mvn clean package

mkdir -p %{buildroot}/opt/testserver-sale-platform/

mkdir -p %{buildroot}/etc/nginx/conf.d/testserver-sale-platform/
mkdir -p %{buildroot}/etc/systemd/system/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/sale-platform-modules/*/target/*.jar
$RPM_BUILD_ROOT/opt/testserver-sale-platform/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/sale-platform-modules/elib-service/*/target/* jar
$RPM_BUILD_ROOT/opt/testserver-sale-platform/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/sale-platform-modules/integration/*/target/*.jar
$RPM_BUILD_ROOT/opt/testserver-sale-platform/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/sale-platform-modules/integration/*/*/target/*.jar
$RPM_BUILD_ROOT/opt/testserver-sale-platform/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/sale-platform-modules/task-manager/*/target/*.jar
$RPM_BUILD_ROOT/opt/testserver-sale-platform/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/admin-service.service
$RPM_BUILD_ROOT/etc/systemd/system/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/camunda.service
$RPM_BUILD_ROOT/etc/systemd/system/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/core.service

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/elib-testserver-provider.service
$RPM_BUILD_ROOT/etc/systemd/system/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/spring-boot-admin.service
$RPM_BUILD_ROOT/etc/systemd/system/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/role-matrix.service
$RPM_BUILD_ROOT/etc/systemd/system/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/address-provider.service
$RPM_BUILD_ROOT/etc/systemd/system/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/credit-registry.service
$RPM_BUILD_ROOT/etc/systemd/system/



cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/Master Organization System.service
$RPM_BUILD_ROOT/etc/systemd/system/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/sap-hr.service
$RPM_BUILD_ROOT/etc/systemd/system/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/opendata.service
$RPM_BUILD_ROOT/etc/systemd/system/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/svetophor.service
$RPM_BUILD_ROOT /etc/systemd/system/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/messages.service
$RPM_BUILD_ROOT/etc/systemd/system/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/limit-server-integration.service
$RPM_BUILD_ROOT /etc/systemd/system/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/email-notification.service
$RPM_BUILD_ROOT/etc/systemd/system/

cp $BUILD_SCRIPTS_DIR/testserver-sale-platform/templates/notification-generator.service
$RPM_BUILD_ROOT/etc/systemd/system/

%files
/opt/testserver-sale-platform/
[etc/systemd/system/

[etc/nginx/conf.d/testserver-sale-platform/

%clean
rm -rf $RPM_BUILD_ROOT

Upload.yaml aisi ycrTaHOBKH MAKETOB M 3aIyCKa CEPBHCOB
- name: Upload services
gather_facts: no
hosts: app_servers
tasks:
- name: Empty publish directory
ansible.builtin.file:
path: "{{pub_dir_path}}"
state: absent
- name: Make publish directory
ansible.builtin.file:
path: "{{pub_dir_path}}"
state: directory
mode: '0755'
- name: Copy packages to publish directory

ansible.builtin.copy:

src: "{{item}}"



dest: "{{pub_dir_path}}"
with_fileglob:
- Ihome/testserver-sale-platform/rpmbuild/RPMS/x86_64/testserverSalePlatform-
register: copy_outcome
- name: stop services
ansible.builtin.command:
cmd: "sudo systemctl stop {{item}}"
args:
warn: no
loop: "{{pkg_list}}"
changed_when: false
- name: Temporary job Remove package
ansible.builtin.command:
cmd: "sudo yum -y remove testserverSalePlatform"
ignore_errors: yes
- name: Install packages
ansible.builtin.command:
cmd: "sudo yum -y install {{item.dest | basename}}"
chdir: "{{ pub_dir_path }}"
args:
warn: no
loop: "{{copy_outcome.results}}"
loop_control:
label: "{{item.dest}}"
- name: start services
ansible.builtin.command:
cmd: "sudo systemctl start {{item}}"
args:
warn: no
loop: "{{pkg_list}}"
changed_when: false
ignore_errors: yes
- name: Wait for 10 seconds
ansible.builtin.wait_for:
timeout: 10
- name: Check services state
ansible.builtin.command:
cmd: "sudo systemctl status {{item}}"
args:
warn: no
loop: "{{pkg_list}}"



changed_when: false

ignore_errors: yes

IIpumep cepBuca ais system
[Unit]
Description=testserver Sale Platform Core Service

After=NetworkManager.service

[Service]
WorkingDirectory=/opt/testserver-sale-platform/
ExecStart=/opt/testserver-sale-platform/
Restart=always

RestartSec=30

KillSignal=SIGINT

User=root

Group=root

[Install]

WantedBy=multi-user.target

IIpumep ckpunra co3nanusi B/1 u poseii Ha cepBepe Postgres
#!/bin/bash
psql -v ON_ERROR_STOP=1 --username postgres <<-EOSQL

CREATE ROLE core WITH

LOGIN

NOSUPERUSER

INHERIT

NOCREATEDB

NOCREATEROLE
NOREPLICATION

PASSWORD 'mapoap aas poJu core';

CREATE DATABASE 6as3a_core
WITH OWNER = core

ENCODING ="'UTF8'
TABLESPACE = pg_default
LC_COLLATE ="'en_US.UTF8'
LC_CTYPE ='en_US.UTF8'
CONNECTION LIMIT =-1;

GRANT CONNECT, TEMPORARY ON DATABASE 6asa_core TO public;



GRANT ALL ON DATABASE 6a3a_core TO core;

create role core_r with
nologin
nosuperuser
inherit
nocreatedb
nocreaterole

noreplication;

create role core_rw with
nologin
nosuperuser
inherit
nocreatedb
nocreaterole

noreplication;

EOSQL

psql -v ON_ERROR_STOP=1 --username core 6a3a_core <<-EOSQL

CREATE SCHEMA sp
AUTHORIZATION core;

GRANT ALL ON SCHEMA sp TO core;
GRANT USAGE ON SCHEMA sp TO core_r;
GRANT USAGE ON SCHEMA sp TO core_rw;

alter default privileges in schema sp
grant select, insert, update, delete on tables to core_rw;
alter default privileges in schema sp
grant select on tables to core_r;
EOSQL

psgl -v ON_ERROR_STOP=1 --username postgres 6a3a_core <<-EOSQL
CREATE EXTENSION IF NOT EXISTS "uuid-ossp";

EOSQL

# camunda-db



psgl -v ON_ERROR_STOP=1 --username postgres <<-EOSQL

CREATE ROLE poas_camunda WITH
LOGIN
NOSUPERUSER
INHERIT
NOCREATEDB
NOCREATEROLE
NOREPLICATION
PASSWORD 'mapoJs ajas posu camunda’;

CREATE DATABASE camunda_db
WITH OWNER = camunda
ENCODING = 'UTF8'
TABLESPACE = pg_default
LC_COLLATE ='en_US.UTF8'
LC_CTYPE ='en_US.UTF8'
CONNECTION LIMIT =-1;

EOSQL

psql -v ON_ERROR_STOP=1 --username postgres camunda_db <<-EOSQL
CREATE EXTENSION IF NOT EXISTS "uuid-ossp";
EOSQL

# keycloak-db
psgl -v ON_ERROR_STOP=1 --username postgres <<-EOSQL

CREATE ROLE keycloak WITH
LOGIN
NOSUPERUSER
INHERIT
NOCREATEDB
NOCREATEROLE
NOREPLICATION
PASSWORD 'napo.s poau keycloak';

CREATE DATABASE keycloak_db
WITH OWNER = keycloak
ENCODING = 'UTF8'
TABLESPACE = pg_default



LC_COLLATE ='"en_US.UTF8'
LC_CTYPE ="'en_US.UTF8'
CONNECTION LIMIT = -1;

GRANT ALL ON DATABASE keycloak_db TO keycloak;

EOSQL

psgl -v ON_ERROR_STOP=1 --username postgres keycloak db <<-EOSQL
CREATE EXTENSION IF NOT EXISTS "uuid-ossp";
EOSQL

# msg_db
psgl -v ON_ERROR_STOP=1 --username postgres <<-EOSQL

CREATE ROLE msg_uWITH
LOGIN
NOSUPERUSER
INHERIT
NOCREATEDB
NOCREATEROLE
NOREPLICATION
PASSWORD 'mapoab poau msg_u';

CREATE DATABASE msg_db
WITH OWNER = msg_u
ENCODING = 'UTF8'
TABLESPACE = pg_default
LC_COLLATE ='en_US.UTF8'
LC_CTYPE ='en_US.UTF8'
CONNECTION LIMIT =-1;

GRANT CONNECT, TEMPORARY ON DATABASE msg_db TO public;

GRANT ALL ON DATABASE msg_db TO msg_u;
EOSQL

psgl -v ON_ERROR_STOP=1 --username msg_u msg_db <<-EOSQL
CREATE SCHEMA msg AUTHORIZATION msg_u;

GRANT ALL ON SCHEMA msg TO msg_u;



EOSQL

# company schema
psgl -v ON_ERROR_STOP=1 --username postgres <<-EOSQL

CREATE ROLE company_rw WITH
LOGIN
NOSUPERUSER
INHERIT
NOCREATEDB
NOCREATEROLE
NOREPLICATION
PASSWORD 'mapoas posin company_rw';

EOSQL

psgl -v ON_ERROR_STOP=1 --username postgres <<-EOSQL
GRANT company_rw TO core;

EOSQL

psql -v ON_ERROR_STOP=1 --username postgres 6a3a_core <<-EOSQL

CREATE SCHEMA company
AUTHORIZATION core;

GRANT ALL ON SCHEMA company TO core;

GRANT USAGE ON SCHEMA company TO company_rw;

alter default privileges in schema company

grant select, insert, update, delete on tables to company_rw;

EOSQL

# company-assistant schema
psgl -v ON_ERROR_STOP=1 --username core 6a3a_core <<-EOSQL

CREATE SCHEMA company_assistant
AUTHORIZATION core;

GRANT ALL ON SCHEMA company_assistant TO core;



GRANT USAGE ON SCHEMA company_assistant TO core_r;

GRANT USAGE ON SCHEMA company_assistant TO core_rw;

alter default privileges in schema company_assistant

grant select, insert, update, delete on tables to core_rw;

alter default privileges in schema company_assistant
grant select on tables to core_r;
EOSQL

# tm schema
psgl -v ON_ERROR_STOP=1 --username postgres <<-EOSQL

CREATE ROLE task_manager WITH
LOGIN
NOSUPERUSER
INHERIT
NOCREATEDB
NOCREATEROLE
NOREPLICATION
PASSWORD 'mapoab poau manager';

EOSQL

psgl -v ON_ERROR_STOP=1 --username postgres 6aza_core <<-EOSQL

CREATE SCHEMA tm
AUTHORIZATION core;

GRANT ALL ON SCHEMA tm TO core;
alter default privileges in schema tm
grant select, insert, update, delete on tables to core;

EOSQL

# role-matrix schema
psgl -v ON_ERROR_STOP=1 --username core 6a3a_core <<-EOSQL

CREATE SCHEMA role_matrix



AUTHORIZATION core;
GRANT ALL ON SCHEMA role_matrix TO core;
GRANT USAGE ON SCHEMA role_matrix TO core_r;
GRANT USAGE ON SCHEMA role_matrix TO core_rw;

alter default privileges in schema role_matrix

grant select, insert, update, delete on tables to core_rw;

alter default privileges in schema role_matrix
grant select on tables to core_r;
EOSQL

4.2 YCTAHOBKA KJIMEHTCKOM 4aCTH

JlononHurenbHOE IpOrpaMMHOE 00€ecIieYeHHE Ha KIIMEHTCKUX MalllMHax He TpeOyeTcs.

5 HACTPOMKA INTELLECT PROCESS PLATFORM

5.1 Hacrpoiika cepBepHOii YacTH

Hacrpoiika koHpUrypanuu MUKPOCEpBUCOB

Auth

auth.rolematrix.domain.url: ${AUTH_ROLEMATRIX_DOMAIN_URL:http://agpec:mopT_cepBuca_role-matrix}
spring:
security:
oauth2:
resourceserver:
jwit:
issuer-uri: ${REST_SECURITY_ISSUER_URIL:http://aapec:nopt_keycloak/auth/realms/angular-web}
client:
registration:
keycloak:
client-id: ${REST_SECURITY_CLIENT_ID:kauent B peaame angular-web}
client-secret: ${REST_SECURITY_CLIENT_SECRET:42ffe6bd-9d8f-4874-b4b5-d41b09ceac00} (id kiuen-
TAa)
authorization-grant-type: password
username: ${REST_SECURITY_USERNAME:CucTemMHbIii_noJb3BaTeib }
password: ${REST_SECURITY_PASSWORD:napoJib_cHCTEMHOr0_I0Jib30BaTe]s }
provider:
keycloak:



token-uri: ${REST_SECURITY_TOKEN_URI:http://agpec:nopt_keycloak/auth/realms/angular-web
Iprotocol/openid-connect/token}

Address Provider
spring:
application:
name: address-provider-service
main:
web-application-type: servlet
boot:
admin:
client:
instance:
name: address-provider-service
service-base-url: ${SPRING_BOOT_ADMIN_CLIENT_SERVICE_BASE_URL:http://agpec_admin-service
:${server.port:mopr_admin-service}}
admin-service
url: ${SPRING_BOOT_ADMIN_CLIENT_URL:http://agpec:mopt_address-provider}

springdoc:
api-docs:
enabled: true
swagger-ui:
path: swagger-ui

logging:
level:
ru.testserver.integration.dadata: debug

info:

app:
version: @buildNumber@

dadata:
client:
token: ${DADATA_CLIENT_TOKEN:Token_xauenra_dadata}
base-url: ${DADATA_CLIENT_URL:https://suggestions.dadata.ru/suggestions/api/4_1/rs}
timeout: 3s
proxy:
host: ${DADATA_PROXY_HOST:}
port: ${DADATA_PROXY_PORT:}
login: ${DADATA_PROXY_LOGIN:}
password: ${DADATA_PROXY_PASSWORD:}

management:
endpoints:
web:
exposure:
include: "*"
endpoint:
health:
show-details: always

Admin Service

server:
port: mopr_cepBuca
logging:
level:
ru.testserver.saleplatform: DEBUG
org.springframework: INFO



spring:
boot:
admin:
client:
instance:
name: admin-service
service-base-url: ${SPRING_BOOT_ADMIN_CLIENT_SERVICE_BASE_URL:http:// axpec_admin-
service:${server.port:mopr_admin-service}}
url: ${SPRING_BOOT_ADMIN_CLIENT_URL:http://agpec:mopT_admin-service }
application:
name: admin-service
kafka:
producer:
bootstrap-servers: ${SPRING_KAFKA_PRODUCER_BOOTSTRAP_SERVERS:aapec:mopt kafka producer}
user-update-keycloak-topic: ${SPRING_KAFKA PRODUCER_USER_UPDATE_KEYCLOAK_TOPIC:user-
update-keycloak-topic}

management:
endpoints:
web:
exposure:
include: "*"
endpoint:
health:
show-details: always

springdoc:
api-docs:
enabled: true
path: api-docs
swagger-ui:
enabled: true
path: swagger-ui

keycloak:
username: ${KEYCLOAK_USERNAME:goruH cuctemHoro nosin3oBareis keycloak}
password: ${KEYCLOAK_PASSWORD:napo.Js cucreMHoro moJn3oparess keycloak }
token-url: ${KEYCLOAK_TOKEN_URL:http://agpec:nopt_keycloak/auth/realms/angular-web /protocol/openid-
connect/token}
users-url: ${KEYCLOAK_USERS_URL:http://agpec:mopt_keycloak/auth/admin/realms/ angular-web/users} (an-
gular-web — peaam coznannwliii B keycloak)
page-size: ${KEYCLOAK_PAGE_SIZE:3}
db-url: ${KEYCLOAK_DB_URL.:jdbc:postgresql://anpec:nopr_cepsepa_bJ/db_keycloak}
db-user: ${KEYCLOAK_DB_USER:ums_¥3_6xa_keycloak}
db-password: ${KEYCLOAK_DB_PASSWORD:napoas_¥3_db_keycloak}
core:
client:
url: ${CORE_URL.:http://aapec:nopT_cepBuca_core}
Master Organization System-integration:
client:
url: ${Master Organization System_INTEGRATION_URL:http://anpec:mopt_cepsuca_Master Organization Sys-
tem_integration}

Master Organization System Integration

server:
port: mopr_cepBuca
sap:
security:
username: ${SAP_SECURITY_USERNAME:root}
password: ${SAP_SECURITY_PASSWORD:admin}



spring:
boot:
admin:
client:
instance:
name: Master Organization System-integration-service
service-base-url: ${SPRING_BOOT_ADMIN_CLIENT_SERVICE_BASE_URL:http:// agpec_admin-service
:${server.port:mopr_admin-service}}
url: ${SPRING_BOOT_ADMIN_CLIENT_URL:http://agpec:mopt_Master Organization System_integration}
cloud:
stream:
function:
definition: proces-
SAC-
coun-
tRestrictions;processAccountSearch;processClientManagement;processClientDataOpenCard;processClientDataListXml
Result;processClientDataL ist
bindings:
processAccountRestrictions-in-0:
destination: account-restrictions-request
processAccountRestrictions-out-0:
destination; account-restrictions-response

processAccountSearch-in-0:
destination: account-search-request

processAccountSearch-out-0:
destination: account-search-response

processClientManagement-in-0:
destination: client-management-request

processClientManagement-out-0:
destination: client-management-response

processClientDataOpenCard-in-0:
destination: client-data-open-card-request

processClientDataOpenCard-out-0:
destination: client-data-list-xml

processClientDataListXmlIResult-in-0:
destination: client-data-list-xml

processClientDataListXmlResult-out-0:
destination: client-data-list

processClientDataL.ist-in-0:
destination: client-data-list-request
processClientDataL.ist-out-0:
destination: client-data-list-result-request
kafka:
streams:
binder:

configuration:
schema.registry.url: http://localhost:8081
default.key.serde: org.apache.kafka.common.serialization.Serdes$StringSerde
default.value.serde: io.confluent.kafka.streams.serdes.avro.SpecificAvroSerde

management:
endpoint:
health:
enabled: true
show-details: always
probes:



enabled: true
bindings:
enabled: true
endpoints:
web:
exposure:
include: health,info,prometheus

role-matrix:
client:
url: ${ROLE_MATRIX_URL:http://aapec:mopt_cepBuca_role_matrix }

springdoc:
api-docs:
path: api-docs
swagger-ui:
path: swagger-ui
sap:
security:
username: gorun_¥y3_SAP_PO
password: mapoas_¥Y3_SAP_PO
Master Organization System:
account-restrictions:
uri: http://sap-po-dev testserv-
er.ru:8000/X1SOAPAdapter/MessageServlet?senderParty=&senderService=BS_LOANPIPEKB_DEV &receiverParty=
&receiverService=&interface=si_so_FileRestricrtionClientAccountGet&interfaceNamespace=urn:testserver.ru:PipeKB
Loan
accountsearch:
uri: http://sap-po-
dev.testserver.ru:8000/X1SOAPAdapter/MessageServlet?senderParty=&senderService=BS_LOANPIPEKB_DEV&rec
eiverParty=&receiverService=&interface=si_so_AccountSearch&interfaceNamespace=urn:testserver.ru: AccountSearch
client-management:
uri: http://sap-po-
dev.testserver.ru:8000/X1SOAPAdapter/MessageServlet?senderParty=&senderService=BS_LOANPIPEKB_DEV&rec
eiverPar-
ty=&receiverService=&interface=si_so_ClientDataManagement&interfaceNamespace=urn:testserver.ru:ClientDataMa
nagement
client-data-list:
uri: http://sap-po-
dev.testserver.ru:8000/XISOAPAdapter/MessageServlet?senderParty=&senderService=BS_LOANPIPEKB_DEV&rec
eiverPar-
ty=&receiverService=&interface=si_ao_ClientDataListK KKB&interfaceNamespace=urn:testserver.ru:ClientDataMana
gement
client-data-open-card:
uri: http://sap-po-
dev.testserver.ru:8000/XISOAPAdapter/MessageServlet?senderParty=&senderService=BS_LOANPIPEKB_DEV&rec
eiverPar-
ty=&receiverService=&interface=si_so_ClientDataOpenCardGet&interfaceNamespace=urn:testserver.ru:ClientDataMa
nagement

spring:
cloud:
stream:
kafka:
streams:
binder:
configuration:
schema.registry.url: ${KAF-
KA_STREAMS_SCHEMA_REGISTRY_URL:http://agpec:mopt_schema_registry}
default.key.serde: org.apache.kafka.common.serialization.Serdes$StringSerde
default.value.serde: io.confluent.kafka.streams.serdes.avro.SpecificAvroSerde
brokers: ${KAFKA_STREAMS_BROKERS:aapec:nopt_kafka_producer}



Camunda BPM

spring:
application:
name: camundabpm
task:
execution:
pool:
core-size: ${TASK_EXECUTION_POOL_CORE_SIZE:8}
max-size: ${TASK_EXECUTION_POOL_MAX_SIZE:32}
datasource:
url: ${POSTGRES_ADDRESS:jdbc:postgresql://agpec:mopt_cepsepa_bJI/db_camunda}
username: ${POSTGRES_USER:umsa_Y¥3_6a_camunda}
password: ${POSTGRES_PASSWORD:mapoas_ ¥3_6a_camunda}
Jpa:
generate-ddl: false
properties:
hibernate:
jdbc:
lob:
non_contenxtual_creation: true
kafka:
bootstrap-servers: ${KAFKA_BOOTSTRAP_SERVER:aapec:nopt_kafka_producer}
consumer:
group-id: ${KAFKA_CONSUMER_GROUP_ID:group_id_camunda_topics}
process:
topic: ${KAFKA_CONSUMER_PROCESS TOPIC:process_consumer_topic}
producer:
common:
topic: ${KAFKA_PRODUCER_COMMON_TOPIC:common_topic}
process:
topic: ${KAFKA_PRODUCER_PROCESS_TOPIC:process_topic}
boot:
admin:
client:
instance:
name: camunda-bpm
service-base-url: service-base-url:
${SPRING_BOOT_ADMIN_CLIENT_SERVICE_BASE_URL:http://axpec_admin-service
:${server.port:mopr_admin-service}}
url: ${SPRING_BOOT_ADMIN_CLIENT_URL:http://agpec:nopr_camunda_bpm}
multipart:
maxFileSize: ${MULTIPART_MAX_FILE_SIZE:100Mb}
maxRequestSize: ${MULTIPART_MAX_REQUEST_SIZE:100Mb}

springdoc:
api-docs:
enabled: true
path: api-docs
swagger-ui:
enabled: true
path: swagger-ui

camunda:
process:
name: ${CAMUNDA_PROCESS_NAME:stage_01_initialization}
bpm:
webapp:
index-redirect-enabled: true
admin-user:
id: ${CAMUNDA_BPM_ADMIN_USER_ID:norun_¥3_aamuuucrparopa}
password: ${CAMUNDA_BPM_ADMIN_USER_PASSWORD:napoas_¥3_agmunucrparopa}



feign:
client:
config:
role-matrix:
url: ${ROLE_MATRIX_SERVICE:http://anpec_cepBuca_role-matrix/api}
core:
url: ${CORE_SERVICE:http://agpec:mopT_cepsuca_core}

logging:
level:
root: info
org.springframework: info
ru.testserver: debug

management:
endpoints:
web:
exposure:
include: "*"
endpoint:
health:
show-details: always

schema:
registry:
url: ${SCHEMA_REGISTRY_URL:http://agpec:mopr_schema_registry}

info:

app: ) )
version: ~project.version®

svetophor-integration:
client:
url: ${SVETOPHOR_INTEGRATION_URL:http://anpec:mopt_cepsuca_svetofor}

Core

server:
port: mopr_cepBuca

lombok:
addLombokGenerated Annotation: true
anyConstructor:
addConstructorProperties: true

app:
liquibase:
run-after-app-start: true

feign:
client:
config:
camunda-bpm:
url: ${CAMUNDA_BPM_SERVICE:http://anpec:mopt_cepBuca_camunda-bpm}
credit-registry-integration:
url: 3{CREDIT_REGISTRY_INTEGRATION:http://aapec:noprt_cepsuca_credit_registry}

spring:
servlet:
multipart:
maxFileSize: 200MB



maxRequestSize: 200MB
mvc:
throw-exception-if-no-handler-found: true
application:
name: sp-core
datasource:
url: ${POSTGRES_ADDRESS:jdbc:postgresql://agpec:mopt_cepsepa_bJI/db_core}
username: ${POSTGRES_USER: ums_¥3_db_core}
password: ${POSTGRES_PASSWORD: mapoas_¥3_db_core}
driver-class-name: org.postgresql.Driver
jpa:
properties:
hibernate:
dialect: ru.testserver.saleplatform.core.hibernate.dialect.PostgreSQL10DialectCustom
jdbc.lob.non_contenxtual_creation: true
temp.use_jdbc_metadata_defaults: false
validator.apply_to_ddl: false
default_schema: sp
cache:
use_second_level_cache: false
use_query_cache: false
# show_sql: true
# use_sql_comments: true
# format_sql: true
hibernate:
ddl-auto: none
session:
store-type: jdbc
jdbc:
initialize-schema: always
schema: classpath:session-jdbc.sql
#org/springframework/session/jdbc/schema-postgresql.sql
table-name: SPRING_SESSION
liquibase:
change-log: ${LIQUIBASE_CHANGELOG_FILEPATH:changelog/db.master-develop-data-changelog.yaml}
enabled: ${LIQUIBASE_ENABLED:true}
boot:
admin:
client:
instance:
name: core
service-base-url: ${SPRING_BOOT_ADMIN_CLIENT_SERVICE_BASE_URL:http://agpec_admin-
service:${server.port:mopr_admin-service}}
url: ${SPRING_BOOT_ADMIN_CLIENT_URL:http://aapec:nopr_cepsuca_core}
kafka:
producer:
bootstrap-servers:
${SPRING_KAFKA PRODUCER_BOOTSTRAP_SERVERS:http://anpec:nopt_kafka_producer}
key-serializer: org.apache.kafka.common.serialization.StringSerializer
value-serializer: io.confluent.kafka.serializers.KafkaAvroSerializer
consumer:
bootstrap-servers:
${SPRING_KAFKA_CONSUMER_BOOTSTRAP_SERVERS:http://agpec:mopt_kafka_consumer}
key-deserializer: org.apache.kafka.common.serialization.StringDeserializer
value-deserializer: org.apache.kafka.common.serialization.StringDeserializer
group-id: ${SPRING_KAFKA_CONSUMER_CORE_GROUP_ID:sp_core_group}
auto-offset-reset: earliest
calendar-topic: ${SPRING_KAFKA_CONSUMER_CALENDAR_TOPIC:calendar_topic}
limit-server-topic: ${SPRING_KAFKA_CONSUMER_LIMIT_SERVER_TOPIC:limit_server_topic}

springdoc:
api-docs:
enabled: true



path: api-docs
swagger-ui:

enabled: true

path: swagger-ui

logging:
level:
root: ${LOGGING_LEVEL_ROOT:info}
org.springframework: ${LOGGING_LEVEL_ORG_SPRINGFRAMEWORK:info}
org.keycloak.authorization: ${LOGGING_LEVEL_ORG_KEYCLOAK_AUTHORIZATION:DEBUG}
org.keycloak.adapters: ${LOGGING_LEVEL_ORG_KEYCLOAK_ADAPTERS:DEBUG}
ru.testserver.saleplatform: ${LOGGING_LEVEL_RU_TESTSERVER_SALEPLATFORM:DEBUG}

elib-service:
client:
url: ${ELIB_SERVICE_URL:http://anpec_cepBuca_3J1eKTPOHHOT0_J0Che}
documents-url: ${ELIB_DOCUMENTS_URL:http://anpec_cepBuca_daexTponHoro_gocke/document}

management:
endpoints:
web:
exposure:
include: "*"
endpoint:
health:
show-details: always

opendata:
integration:
url: $5{OPENDATA_INTEGRATION_URL:http://aapec:nopt_cepsuca_opendata_integration}

schema:
registry:
url: ${SCHEMA_REGISTRY_URL:http://anpec:mopt_schema_registry }
loanApplication:
id:
topic: ${LOAN_APPLICATION_ID_TOPIC:loanApplication}

role-matrix:
find-user-by-id: ${ROLE_MATRIX_FIND_USER_BY _ID:http://anpec:nopt_cepBuca_role-matrix/api/user/}
get-role-list-by-user-id: ${ROLE_MATRIX_GET_ROLE_LIST_BY_USER_ID:http://agpec:mopt_cepBuca_role-
matrix/api/role/user/}
client:
url: ${ROLE_MATRIX_URL:http://anpec:mopt_cepsuca_role-matrix }

info:

app: - - -
version: ~project.version®

Master Organization System-integration:
client:
url: ${ Master Organization System_INTEGRATION_URL:http://agpec:mopt_Master Organization System-
integration }

applications:
mask:
loan: ${LOAN_APPLICATION_MASK:KB-setLim-}
credit-product: ${CREDIT_PRODUCT_APPLICATION_MASK:KB-credit-}
tranche: ${TRANCHE_APPLICATION_MASK:KB-tranche-}
loan-change: ${LOAN_CHANGE_APPLICATION_MASK:KB-chLim-}
tech: ${TECH_APPLICATION_MASK:Kb-tech-}

sla:



work-time:
start-time: ${WORK_START_TIME:10:00:00}
end-time: ${WORK_END_TIME:18:00:00}

bki:

permission-document-nomenclature-id: ${PERMISSION_DOCUMENT_NOMENCLATURE_ID:c4e4f7fb-700b-
4698-861f-72f6e6add942}

reports-url-template: ${REPORTS_TEMPLATE_URL:https://spine2/credit_registry/showReport.html?reportCode=}

Credit Registry Integration

server:
port: mopr_cepBuca

spring:
boot:
admin:
client:
instance:
name: credit-registry-integration-service
service-base-url: service-base-url:

${SPRING_BOOT_ADMIN_CLIENT_SERVICE_BASE_URL:http://agpec_admin-
service:${server.port:mopr_admin-service}}
url: ${SPRING_BOOT_ADMIN_CLIENT_URL:http://anpec:nopr_credit-registry-ingegration
credit-registry:
url: ${CREDIT_REGISTRY_URL:http://cre-
test01.headoffice.testserver.local:8080/credit_registry/xservices/ConnectorService}
(anpec cepsuca CreditRegestry)
auth:
username: ${CREDIT_REGISTRY_AUTH_USERNAME:norun_¥3_CreditRegestry }
password: ${CREDIT_REGISTRY_AUTH_PASSWORD:mapoas_¥3_CreditRegestry }

logging:
level:
root: info
org.springframework: info
ru.testserver.saleplatform: debug

springdoc:
api-docs:
enabled: true
path: api-docs
swagger-ui:
enabled: true
path: swagger-ui

management;
endpoints:
web:
exposure:
include: "*"
endpoint:
health:
show-details: always

Elib testserver Provider
spring:
servlet:
multipart:
maxFileSize: 200MB
maxRequestSize: 200MB
application:



name: elib-provider-service
main:
web-application-type: servlet
datasource:
driverClassName: org.postgresql.Driver
url: jdbc:postgresql://${POSTGRES_ADDRESS:aupec}:nopt/${POSTGRES_DB:umsa_o6x_elib_provider}
username: ${POSTGRES_USER:ums_¥3_elib_provider }
password: ${POSTGRES_PASSWORD: maposas_Y¥Y3_elib_provider }
ipa:
hibernate:
ddl-auto: validate
properties:
hibernate:
dialect: org.hibernate.dialect.PostgreSQL10Dialect
jdbc.lob.non_contenxtual_creation: true
temp.use_jdbc_metadata_defaults: false
validator.apply_to_ddl: false #disable Java Bean constraint propagation to DDL.
default_schema: elib
cache.use_second_level cache: false
cache.use_query_cache: false
format_sql: true
boot:
admin:
client:
instance:
name: elib-testserver-provider-service

service-base-url: ${SPRING_BOOT_ADMIN_CLIENT_SERVICE_BASE_URL:http://axpec_admin-
service:${server.port:mopr_admin-service}}
url: ${SPRING_BOOT_ADMIN_CLIENT_URL:http://aapec:nopr_elib-testserver-provider
liquibase:
change-log: classpath:/changelog/db.master-changelog.yami

springdoc:
api-docs:
enabled: true
path: api-docs
swagger-ui:
path: swagger-ui

feign:
client:
config:
default:
loggerLevel: basic
elib:
url: ${ELIB_SERVICE_URL:http://aapec_cepBuca_ssiekrponHoro_aocne/elib/api/service}
urlAuth: ${ELIB_SERVICE_AUTH_URL.:http://anpec_cepBuca_snexrponnoro_gocwke/elib/api}
username: ${ELIB_SERVICE_USERNAME:gorun Y3 31eKTpOHHOI0 10CHe }
password: ${ELIB_SERVICE_PASSWORD:napo.b Y3 3/1eKTPOHHOI0 Joche }
logging:
level:
ru:
testserver: debug

management:
endpoints:
web:
exposure:
include: "*"
endpoint:
health:
show-details: always



SAP HR Integration
logging:
level:
ru.testserver.saleplatform: DEBUG
org.springframework: INFO

spring:
boot:
admin:
client:
instance:
name: integration-sap_hr
service-base-url: ${SPRING_BOOT_ADMIN_CLIENT_SERVICE_BASE_URL:http://anpec_admin-
service:${server.port:mopr_admin-service}}
admin-service
url: ${SPRING_BOOT_ADMIN_CLIENT_URL:http://agpec:nopt_sap-hr-integration}
application:
name: sap-hr-service
kafka:
producer:
bootstrap-servers: ${SPRING_KAFKA_PRODUCER_BOOTSTRAP_SERVERS:aapec:nmopt kafka producer}
user-update-topic: ${SPRING_KAFKA_ PRODUCER_USER_UPDATE_TOPIC:user_update_topic}
calendar-topic: ${SPRING_KAFKA_ PRODUCER_CALENDAR_TOPIC:calendar_topic}
department-topic: ${SPRING_KAFKA_PRODUCER_DEPARTMENT_TOPIC:department_topic}

management:
endpoints:
web:
exposure:
include: "*"
endpoint:
health:
show-details: always

Limit Server Integration
logging:
level:
ru.testserver.saleplatform: DEBUG
org.springframework: INFO

spring:
boot:
admin:
client:
instance:
name: integration-limit-server
service-base-url: ${SPRING_BOOT_ADMIN_CLIENT_SERVICE_BASE_URL:http://axpec_admin-
service:${server.port:mopr_admin-service}}
admin-service
url: ${SPRING_BOOT_ADMIN_CLIENT_URL:http://anpec:nopt_limit-server-integration}
application:
name: limit-server-service
kafka:
producer:
bootstrap-servers: ${SPRING_KAFKA PRODUCER_BOOTSTRAP_SERVERS:aapec:nopt kafka producer}
limit-server-topic: ${SPRING_KAFKA_PRODUCER_LIMIT_SERVER_TOPIC:limit_server_topic}

management:
endpoints:
web:
exposure:



include: "*"
endpoint:
health:
show-details: always

Messages
server:
port: mopr_cepBuca

spring:
ipa:
database: postgresql
generate-ddl: false
hibernate:
ddl-auto: none
properties:
hibernate:
jdbc.lob.non_contenxtual_creation: true
validator.apply_to_ddl: false
default_schema: msg (cxema B 61 cepBuca messages)
datasource:
url: jdbc:postgresql://${POSTGRES_ADDRESS:aapec}:nopr/${POSTGRES_DB: 6a_cepBuca_messages }
username: ${POSTGRES_USER:aorux mapojs moab3oBareist 61 messages }
password: ${POSTGRES_PASSWORD:napoJsb noJib3oBares 61 messages}
liquibase:
change-log: ${LIQUIBASE_CHANGELOG_FILEPATH:changelog/db.master-develop-data-changelog.yaml}
enabled: ${LIQUIBASE_ENABLED:true}

app:
liquibase:
run-after-app-start: true

springdoc:
api-docs:
enabled: true
path: api-docs
swagger-ui:
enabled: true
path: swagger-ui

logging:
level:
root: ${LOGGING_LEVEL_ROOT:info}
org.springframework: ${LOGGING_LEVEL_ORG_SPRINGFRAMEWORK:info}
ru.testserver.saleplatform: ${LOGGING_LEVEL_RU_TESTSERVER_SALEPLATFORM:DEBUG}

role-matrix:
find-user-by-id:
${ROLE_MATRIX_FIND_USER_BY_ID:http://axpec:nopTt_cepBuca_role-matrix/api/user/}
get-role-list-by-user-id: ${ROLE_MATRIX_GET_ROLE_LIST_BY_USER_ID:http://anpec:nopt_cepBuca_role-
matrix/api/role/user/}
client:
url: ${ROLE_MATRIX_URL:http://agpec:mopt_cepBuca_role-matrix }

Opendata Integration
opendata:
url: 3{OPENDATA_URL:
https://wsopendata.headoffice.testserver.local/OD/ODataBasic.svc}
basic-auth:
username: ${OPENDATA_USERNAME:aoruu ¥3 Opendata}
password: ${OPENDATA_PASSWORD:napoas ¥3 Opendata}
auto-complete-inn-result-limit: ${OPENDATA_AUTOCOMPLETE_INN_RESULT_LIMIT:5}



logging:
level:
root: info
org.springframework: info
ru.testserver.saleplatform: debug

springdoc:
api-docs:
path: api-docs
swagger-ui:
path: swagger-ui

spring:
boot:
admin:
client:
instance:
name: opendata-integration-service
service-base-url: ${SPRING_BOOT_ADMIN_CLIENT_SERVICE_BASE_URL:http://anpec_admin-
service:${server.port:mopr_admin-service}}
admin-service
url: ${SPRING_BOOT_ADMIN_CLIENT_URL:http://agpec:nopt_opendata-integration}
management:
endpoints:
web:
exposure:
include: "*"
endpoint:
health:
show-details: always

server:
port: ${SERVER_PORT:nopr_cepsuca}

Role Matrix
server:
port: moprT_cepBuca
springdoc:
api-docs:
enabled: true
path: api-docs
swagger-ui:
enabled: true
path: swagger-ui

lombok:
addLombokGenerated Annotation: true
anyConstructor:
addConstructorProperties: true

spring:
datasource:
url: ${POSTGRES_ADDRESS:jdbc:postgresql://agpec:mopt_cepsepa_b//db_core }
username: ${POSTGRES_USER: ums_¥3 db_core}
password: ${POSTGRES_PASSWORD: napoas_¥3 _db_core}
driver-class-name: org.postgresgl.Driver
jpar
properties:
hibernate:
dialect: ru.testserver.saleplatform.rolematrix.hibernate.dialect.PostgreSQL10DialectCustom
jdbc.lob.non_contenxtual_creation: true



temp.use_jdbc_metadata_defaults: false

validator.apply_to_ddl: false #disable Java Bean constraint propagation to DDL.

default_schema: role_matrix
cache:
use_second_level cache: false
use_query_cache: false
format_sql: true
hibernate:
ddl-auto: validate
liquibase:

change-log: ${LIQUIBASE_CHANGELOG_FILEPATH:classpath:/changelog/db.changelog-master.yaml}

enabled: ${LIQUIBASE_ENABLED:true}

default-schema: role_matrix

liquibase-schema: role_matrix

user: ${LIQUIBASE_USER:ums_¥3_db_core }

password: ${LIQUIBASE_PASSWORD:napoas_¥3_db_core }

app:
liquibase:
run-after-app-start: true

feign:
client:
config:
company-assistant:
url: 5{COMPANY _ASSISTANT_SERVICE:http://localhost:8085/api}

Spring Boot Admin Service
server:
port: mopr_cepBuca

spring:
application:
name: spring-boot-admin

Svephofor Integration Service
server:
port: ${SERVER_PORT:nopT_cepBuca}

svetophor:
url:

${SAP_SVETOPHOR_URI:http://localhost:8080/XISOAPAdapter/MessageServlet?senderParty=&senderServi
ce=BS_LOANPIPEKB_DEV&receiverParty=&receiverService=&interface=si_so_TaskCheck&interfaceNames

pace=urn:testserver.ru:SecurityClearance}
user: ${SAP_SVETOPHOR_USER:root}
password: ${SAP_SVETOPHOR_PASSWORD:admin}

spring:
cloud:
stream:
function:
definition: processCheckTasks
bindings:
processCheckTasks-in-0:
destination: check-task-request
processCheckTasks-out-0:
destination: check-task-response

kafka:
streams:
binder:
configuration:



schema.registry.url:
${SCHEMA_REGISTRY_URL:agpec:mopt_schema_registry}
default.key.serde: org.apache.kafka.common.serialization.Serdes$StringSerde
default.value.serde: io.confluent.kafka.streams.serdes.avro.SpecificAvroSerde
springdoc:
api-docs:
enabled: true
path: api-docs
swagger-ui:
enabled: true
path: swagger-ui

Email Notification
Server:
port: mopr_cepBuca

logging:
level:
ru.testserver.saleplatform: debug

spring:
application:
name: sp-email-notification-service
boot:
admin:
client:
instance:
name: email-notification
service-base-url: ${SPRING_BOOT_ADMIN_CLIENT_SERVICE_BASE_URL:http://anpec_admin-
service:${server.port:mopr_admin-service}}
admin-service
url: ${SPRING_BOOT_ADMIN_CLIENT_URL:http://anpec:nopt_email-notification}
kafka:
consumer:
bootstrap-servers: ${SPRING_KAFKA_CONSUMER_BOOTSTRAP_SERVERS:http://agpec:mopt_kafka}
key-deserializer: org.apache.kafka.common.serialization.StringDeserializer
value-deserializer: org.apache.kafka.common.serialization.StringDeserializer
group-id: ${SPRING_KAFKA_CONSUMER_NOTIFICATION_GROUP_ID:sp_email_notification_group}
auto-offset-reset: earliest
email-notification-topic: ${SPRING_KAFKA_CONSUMER_NOTIFICATION_TOPIC:email_notification_topic}

email:
enabled: ${EMAIL_NOTIFICATION_ENABLED:true}
smtpHost: ${EMAIL_SMTP_HOST:aapec_smtp_cepsepa}
smtpPort: ${EMAIL_SMTP_PORT:mopt smtp}
username: ${EMAIL_USERNAME:nouToBsblii axpec}
password: ${EMAIL_PASSWORD:nmapo,s siluKa pacchlLIKH }

Notification-generator
server:
port: moprT_cepBuca

logging:
level:
org.springframework: info
ru.testserver.saleplatform: debug

spring:
application:
name: sp-notification-generator-service
boot:
admin:


https://gitlab.psb.netintel.ru/credit-pipeline/psb-sale-platform/-/tree/develop/sale-platform-modules/notification/notification-generator

client:
instance:
name: notification-generator
service-base-url: ${SPRING_BOOT_ADMIN_CLIENT_SERVICE_BASE_URL:http://anpec_admin-
service:${server.port:mopr_admin-service}}
admin-service
url: ${SPRING_BOOT_ADMIN_CLIENT_URL:http://angpec:mopt_notification_generator}
kafka:
consumer:

bootstrap-servers: ${SPRING_KAFKA_CONSUMER_BOOTSTRAP_SERVERS:http://agpec:mopt_kafka }

key-deserializer: org.apache.kafka.common.serialization.StringDeserializer

value-deserializer: org.apache.kafka.common.serialization.StringDeserializer

group-id: ${SPRING_KAFKA_CONSUMER_NOTIFICATION_GROUP_ID:sp_notification_generator_group}

auto-offset-reset: earliest

application-start-topic:
${SPRING_KAFKA_CONSUMER_APPLICATION_START_TOPIC:application_start_topic}

task-resolving-topic: ${SPRING_KAFKA CONSUMER_TASK_RESOLVING_TOPIC:task_resolving_topic}

stage-finished-topic: ${SPRING_KAFKA_CONSUMER_STAGE_FINISHED_TOPIC:stage_finished_topic}

task-assignment-topic:
${SPRING_KAFKA_CONSUMER_TASK_ASSIGNMENT_TOPIC:task_assignment_topic}

application-rejection-topic:
${SPRING_KAFKA_CONSUMER_APPLICATION_REJECTION_TOPIC:application_rejection_topic}

producer:

bootstrap-servers: ${SPRING_KAFKA_ PRODUCER_BOOTSTRAP_SERVERS:http://anpec:mopr_kafka }

email-notification-topic:
${SPRING_KAFKA PRODUCER_EMAIL_NOTIFICATION_TOPIC:email_notification_topic}

role-matrix:
client:
url: ${ROLE_MATRIX_URL:http://agpec:moprt_role_matrix}

core:
client:
url: ${CORE_CLIENT_URL:http://agpec:nopt_core }

deeplink:
application: ${APPLICATION_DEEP_LINK:http://anpec_dponrenaa/api/application/{applicationld}}

task: ${TASK_DEEP_LINK:http://agpec_¢pounrenna/order/{applicationld}/1/{taskid}}
company-group: ${COMPANY_GROUP_DEEP_LINK: http://anpec_¢ppourenaa/client/gc/{companyGroupld}}

5.2 Hacrpoiika KJIHMeHTCKOH YacTu

JlonomHUTEIbHBIE HACTPOMKH Ha KIIMEHTCKUX MalllMHAX HE TPEeOYIOTCHI.

6 AEMHCTAJUISLIUA INTELLECT PROCESS PLATFORM

BrInonHuTe KOMaHy Ha cepBepa MPHUIIOKEHUM:
yum -y remove testserverSalePlatform
Oynyt ynanensl jar ¢aitner B /opt/testserver-sale-platform/

daiinsr cepBucoB mIaThopmbl B /etc/systemd/system/

7 IOKCHJIYATAIUSA INTELLECT PROCESS PLATFORM



7.1 Peranament oocay:xxuBanus Intellect Process Platform

HazBanue nponenypsi

Bpems

KommenTapmii

Tporeaypa pe3epBHOr0 KOMUPO-
BaHUS

C nepeoANYHOCTHIO pa3 B CYTKH.

Cwm. Pazgen 7.3.1

Ounctka (VACUUM) CVYBJ
PostgreSQL

[lepromaHocTs BBIOMpaeTcss Ha
YCMOTpEHHE JINIA OTBETCTBEHHOTO
3a skcmtyaranuio Intellect Process
Platform. PexomeHayercs BBIIOI-
HEHHE B TIEPHOJABl HAaWMEHBIIEH
Harpy3ku Ha CYB/] Ilnardopmsr
[ponemypa OYUCTKH BHIONTHIETCS
He pexe 1 pasa B mecsr. J{st 6as3sl
o6bemom ~100 Gb moxer 3aHu-
MaTb 70 6 4acos.

VACUUM BEICBOOOXXIAET MPOCTPAHCTBO, 3aHMMae-
Moe «MEPTBBIMUY KopTexkaMu. IIpu oOBIMHEIX omepa-
nusx Postgres Pro xoprexu, ynanéHHble WIH ycTa-
peBiIne B pe3ynbTare OOHOBICHHUS, (DU3UUECKH HE
YIOAIAIOTCS M3 TaOJMIBL, OHM COXPAHSAIOTCS B HEH,
noka He Oyner BeimoiHeHa komanmaa VACUUM. Ta-
KHM 00pa3oM, HEepHOIMYECKH HEeOOXOIMMO BBIIOJI-
HaTh VACUUM, 0COOEHHO JUIsi 4acTO HM3MEHSEMBIX
Ta0IIHNII.

OOHOBJIEHHE CTATUCTHUKU ILIAHU-
posmmka (ANALYZE)

Bemomnasercs ABTOMATHYECKH
rnocyie mpoueaypbl OouucTku. Jlo-
ITycKaeTcsi 0ojiee YacToe BBINOJI-
HEHHUE OOHOBJEHHS CTaTHUCTUKH
Ipu 00IIeM 3aMeAJICHHH BBINOJI-
HEHMs IIOMCKOBBIX 3allpOCOB CYy
TabIUnaM CyIIHOCTEH MMEIOINM
JIOJITUHA OTKITUK MOUCKA.

[ImanmpoBummk 3ampocoB B Postgres Pro, BeiOmpas
3¢ EeKTHBHBIC TUIAHBI 3alPOCOB, IMOJIATaeTCs Ha CTa-
TUCTUYECKYI0 MH()OPMAIIMIO O COACPKUMOM TaOJIHIL.
Ora cratucThka cobupaercs komanmod ANALYZE,
KOTOpasi MOXET BBI3BIBATHCS cama Mo cebe MM Kak
JOToNIHUTENIbHOE  AedictBue  koMauasl VACUUM.
CratucTiKa JO/DKHA OBITH JOCTATOYHO TOYHOM, TaK
KaK B IIPOTHUBHOM Cllydac HEYJAa4HO BHIOpaHHBIC ILa-
HBl 3al[pOCOB MOTYT CHH3HTH IMPOU3BOJUTEIEHOCTH
0a3bl JaHHBIX.

7.2 TpeGoBanus Kk pabouemMy MecTy

Knunentckue paéoune mecta

[Ipoueccop

CPU, conepsxamuii He MeHee 2 — X saep ¢ pabodeli TakToBoi yactoToi He HIke 1.3 GHz

IUTSL BCEX SIIep OTHOBPEMEHHO

OHepaTI/IBHaH naMsTb

DDR3 nnu BeIlIe, cyMMapHBIM 00BEMOM He MeHee 8 Gb

KecTkuii quck

1xHDD / SSD 100 Gb

Mouutop

Pexomenmyemast muaronans — 21", paspemenne Full HD — 1920x1080

CereBoil anantep

Ethernet 100 Mbit/s

8 (0]

Vcranosnenusie pgAdmin WIinSCP na mammnax ¢ OC cemeiictea Windows, win maker

ssh s unixlike OC.

7.3 TlopsiioK IITATHBIX AeCTBUIA

7.3.1 BbexanupoBaHue 6a3 JaHHBIX IIAT(HOPMBI

Brimonnute xomanas! Ha cepBepe b1 Postgres:

sudo -u postgres pg_dump core_db > core_db.sql

sudo -u postgres pg_dump camunda_db > camunda_db.sql

sudo -u postgres pg_dump keycloak _db > keycloak_db.sql



https://postgrespro.ru/docs/postgrespro/9.5/sql-analyze

sudo -u postgres pg_dump msg_db > keycloak_db.sql

7.3.2 BoccraHoBieHue 6a3 JaHHBIX NJIAT(HOPMBI

BrimoauTe KomaHnab1 Ha cepBepe b/l Postgres:

sudo -u postgres psql core_db < core_db.sql

sudo -u postgres psgl camunda_db < camunda_db.sql
sudo -u postgres psql keycloak _db < keycloak_db.sql
sudo -u postgres psql msg_db < keycloak _db.sql

7.3.3 HUpenTuduKaUA NPABUJILHOCTH BbINOJHEHHUSI padoT

Ha3Banmue npoueaypsl Craryc KommenTapuii

IIponenypa pesepHoro | OtcyrcTBue ommbOK B stderr, B CIHUCKe
KOIHMPOBAHUS IPOIIECCOB, Ha CEpBEpe OCTCYTCTBYET
nporecc ¢ UMeHeM pg_dump

Ouncrka  (VACUUM) | OtcyrcrBue ommboK B stderr.
CYB/1 PostgreSQL
[Ipumep ommoOxu:

backend> vacuum;
< 2019-11-06 14:27:47.556 UTC >
ERROR: catalog is missing 3 attribute(s)

for relid xxxxx

< 2019-11-06 14:27:47556 UTC >
STATEMENT: vacuum;

Oo6HoBnenue cratuctuku | OTcyTcTBHE OMMOOK B stderr.
ianuposmyka  (ANA-
LYZE)

7.4 Tlopsiaok neiicTBUI MPH HEMITATHBIX CUTYAIUSAX

7.4.1 Tlpm perjiaMeHTHBIX MpoIeIypax

Bo BpeMst BBIIOTHEHUS MPOLIETYP PE3EPBHOTO KOMUPOBAHUS, OUUCTKH, U OOHOBIICHHS CTATHCTUKH
B HEIITATHOM CUTYyalluu TpeOyeTcs:

1. OcranoButs mratHsiMU cpenctBamu OC nponecc CYB/]
2. 3anyctuth CYB/] B o1HONONIB30BaTEIBCKOM pexkiMe (Ko —single -D)

3. TloBTOpUTH mpoLIEYDY.



7.4.2 Hnentuduxanus NpaBUIbHOCTH BbINOJHEHHUS padoT

Ha3zBanue npoueaypsi Craryc KommenTapmii

3amyck miathopMsl [IpoBepuTh KOPPEKTHOCTH PabOTHI MOXKHO
IyTeM BXOZAA 3aperHCTPUPOBAHHBIM B
iathopMe MoJIbp30BaTeIeM.

Bxon BemmonHeH 6e3 omuboK, oToOpaxa-
eMas  IoJb30BaTeNibckas — HMHQopManus
BBIBOAUTCS TIOJHOM 00BbeMe, (QyHKIIHMOHAT
oToOpaxkaeTcsi B COOTBETCTBHH C IOJIB30-
BaTEIbCKUMH HHCTPYKIHSIMH.

s mpoBepKH WHTETPallMOHHBIX CEPBH-
cOB TpeOyeTcsl BBINOJHHUTH 3alpPOCHl MO-
WCKa KIMEHTOB, U co3manus HOJI (pomu
onmcanbl B Kapre nocryna).

[Tpn noncke xmmenTa (Xonmuara/ I'pymmer
KOMIIaHUH) Ha MOJIEITEHOM OKHE JIOJDKHEI
0TOOpasuTCs pe3ylbTaThl IOMCKA B HH-
cTaHcax u matdopme.

IMposepka unTerpanuu ¢ OD (OpenData)
IIPOM3BOJUTCS MyTEM Iepexona Ha hopmy
co3nanud OJI B xonnuHre, oTBET IpPUXO-
Ut nipu 3anonHernd 10 cumBonos MHH B
COOTBETCTBYIOIIEM  IOJ€  KapTOUKH.
YcnemHslii pe3yapTaT oOpamieHus Xapakx-
TEpU3yeTCsl 3alOJIHEHHEM BCEeX Iojeit
kaptouku FOJL.

IIpoBepka MHTErpalUk C CepBHCAMHU IIO-
JIy4eHHs] OCTATKOB IO CUETaM U JIMMHUTaM
MIPOM3BOJUTCS IEPEXOJOM B COOTBET-
cTByIOIIUH pasgen Ha kaprouke FOJI (cm.
WHCTPYKIMIO  MoNb3oBatens). JlaHHbIe
conanatot ¢ Jlumut CepBepom u Macrep
CHCTeMON opraHu3anui (B 9acTH OCTar-
KOB). BHHMaHMe B cHCTeMe MpeayCcMOTpe-
HO KEIIMpOBaHWE. 3arpy3Ka W3MEHEHHi
(mpu mepexonme Ha kaprouky HOJI) mo-
cTynHa pa3 B yac i FOJL

IMpoBepka 3arpy3Kd AAHHBIX [0 HOBBIM
COTpYAHUKaM 0e3 BBITPY3KH CO CTOPOHBI
yepe3 SAP HR cumamu moss3oBateneit
1aT(hOPMBL

[IpoBepka unrerpauun ¢ CMUAM Cseto-
dop ocyliecTBIAETCS B MOMEHT HOJA4YU
HOBOIl 3asBKH. 3asBKy MOXHO OTMEHUTb
cpa3sy Tocje MoJy4eHHsl JaHHBIM TI0 Tpo-
BEpKeE.

7.4.3 YBegomiieHUS OU3HEC MOJIbH30BATEJIAM

Komy u 6 kakom nopsoke nonvzosamensim uz ouznec-noopazoenenuil HeodxXoouMo 3Hamv, YMmo one-
payus He NPowLa YCHeuHo.

DdUO JloJKHOCTD KommenTapmii




7.4.4 Tlopsimok 3cKajanuu

Cnucox (a He 00HYy ¢hamunuro) copu3OHMANLHOU ICKAIAYUU (K020 U3 UHIICEHEPO8 NOOKIIUAMb K
peuwenuio npodemMsl U 8 Kakou nocie008amenbHOCMIL), d MAK JHce CRUCOK UepapXuyecKoll ICKana-
yuu (m.e. cmoum Jau NOOKAOYAMb PYKOBOOCMEO K DEUleHUI0 - ecii 60NpocC He peulaemcs onepa-
musHo, u eciu "/[A", mo kozo u koeoa).

Ne | ®UO/Monpa3nenenue/Poan JonxHocTh KommenTapuii
m./m.

1.

2.




8 MNMPUJIOXKEHMUE 1. JUCT COITTACOBAHUSA

JIuct cormacoBanus (T.e. (pakTHUECKH, KTO Ha ceds OepeT OTBETCTBEHHOCTH, 32 KOPPEKTHOCTh TOU
uHpOpMaLKHU, KOTOpasi COAEPKUTCS B IOKYMEHTE. )

D®UO JokHOCTD Onucanue




